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Information Security Program Overview

Introduction

Fidelidade recognizes that effective management of information security and risk is
an essential part of maintaining the trust and confidence of our clients. We take a
proactive approach to information protection and security, and our information security
and data protection strategy is designed around the principle of defense in depth. We
place upmost importance on maintaining the confidentiality of data provided to us by
our clients and continue to make significant investments in our information security

and data privacy program.

This overview is directed to clients and prospective clients of Fidelidade and its
subsidiaries or affiliates, and provides a summary of the safeguards and processes
we have in place, and are essential to maintaining our reputation as a trusted insurer.

Scope

The scope of our information security program includes, globally, Fidelidade and
its subsidiaries or affiliates, employees out-workers and any third-party suppliers
that may process information on our behalf or have incidental access to data.

Code of Conduct (Code)

Our commitment to protecting the confidentiality of client information is a key
component of our Code and requires all of our employees or out-workers to
respect the confidentiality of information about our clients’ businesses,
employees and customers. Our Code requires all employees or out-workers to
adhere to the applicable laws of the countries and regions where they support
our clients, to respect the confidentiality of information about our clients’
businesses, employees and customers, and to comply with the information
security and data privacy policies, along with the regulatory requirements
applicable to their work. The Code must be read and acknowledged by all
employees when they join Fidelidade.

Security Function

Security is everyone’s responsibility and everyone at Fidelidade has a role in
ensuring the security of the information that is entrusted with us. In addition to our
employees, our dedicated security teams are comprised of individuals with
proven expertise and defined roles and responsibilities who lead specific
functions within our global information security program.
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The Chief Information Security Officer (CISO), leads the function and is
responsible for determining the strategy for the organization and for implementing
our global information security program. Our Information Security and Privacy
Committee provides additional oversight of our security and privacy policies and
programs, and our Board has responsibility for Fidelidade’s overall security
posture.

The committee works to review and approve our Information Security and Data
Privacy Policies annually. These policies form the basis for relevant control
standards for the organization.

Information Security Management System (ISMS)

Fidelidade has a well-defined risk-based Information Security Management
System, aligned to ISO 27001. It is designed to protect information according to
the following security principles:

Confidentiality: Protect information assets against unauthorized
disclosure and unauthorized access.

Integrity: Protect information assets from unauthorized changes,
to safeguard the accuracy and completeness of
information and processing methods.

Avalilability: Ensure information assets are only used by authorized
individuals or processes when required.

The objective of our ISMS and associated policies, guidelines and procedures
are to enable our colleagues to provide a consistently high level of service both
internally and to our clients, while ensuring an appropriate level of security.

Alignment with Global Standards

In designing, implementing and assessing the effectiveness of our security
controls, we take into account the requirements of international and industry
standards, and align our own approach with these standards in a manner
appropriate to our business.
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Continuous Improvement and Review

The ISMS and its components are managed in a continuous improvement model
that enables our programs to evolve in accordance with experience in our
operations, the reported experience of others, our client requirements and
industry norms. The program is reviewed annually by the senior management
committees with governance responsibility for information security and Fidelidade
policies.

In addition to the annual review, Fidelidade utilizes external threat intelligence
feeds and risk assessments to identify, and where applicable, implements
appropriate safeguards to counter the changing threat landscape.

Data Privacy Program

Our data privacy principles reflect the data privacy and data protection laws
applicable to our operations. Our approach includes:

Notice and
Authorization:

Relevance:

Transparency and
Use:

Security:

Access:

Safe Transfer:

Explaining to each client the types of personal data we
need for our work and obtaining the proper
authorization to use that data in connection with our
work.

Limiting the personal data, we collect to the minimum
needed for our work and using it only as authorized.

Providing notice as appropriate regarding what
information is collected and the purposes for which it
will be used.

Maintaining appropriate security measures to
safeguard personal data from accidental loss or
unauthorized access, alteration, use or disclosure.

Limiting access to information to authorized individuals
and entities.

Requiring any affiliate or subprocessor to whom we
transfer personal data to protect it in an appropriate
manner and obtaining proper authorization to transfer
personal data if required.
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Regulatory The Privacy Office works on an ongoing basis with our

Compliance: compliance teams to ensure awareness of any
upcoming requirements and compliance with those
applicable to Fidelidade.

Roles and Responsibilities

Everyone at Fidelidade has an active role to play in ensuring the security of
information in accordance with its policies and any other associated guidance
that may be issued from time to time.

Information Security at Fidelidade is built on the principles of defense in depth
and the intent to Know-Protect-Report:

Know - the information security requirements and behaviors expected of
Fidelidade colleagues by understanding its Information Security Policy and taking
the mandatory training.

Protect — Fidelidade information and that of our clients and employees by
following those requirements and displaying those behaviors.

Report — any information security incidents or suspicious activity by following the
established Fidelidade cyber-security incident response process.

Employees Screening

Fidelidade operates in multiple geographies and countries and adheres to the
background check process for new employees to the extent permissible by law
and typically includes employment history verification, education,
credentials/licenses, and identity and criminal checks, where appropriate. Current
employees may also undergo background checks on an as- needed basis.
Depending on the geography, some or all background check components are
conducted both in house or by a reputable service provider on a confidential
basis.
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Information Security and Data Privacy Awareness

Data Protection and Privacy and Information Security Training is provided to all
employees. Annual Awareness Program provides training to all employees
globally to ensure they understand their responsibilities and manage, protect data
in accordance with our policies and standards. The training educates employees
on the company’s information security and data privacy requirements and their
personal responsibilities in managing information and the relevant policies and
standards. This helps the company meet its regulatory and compliance
obligations.

Email phishing campaigns are part of the Awareness Program, and are
conducted to train employees’s behavior, with additional awareness campaigns
based on click rates.

There are global awareness campaigns aligned to e.g. Data Privacy Day and
Cyber Awareness Month. With further communication campaigns delivered as
required.

Physical Security

Fidelidade’s physical security program provides a standard approach with
customized protection based on identified local risks and is consistent with
industry-leading guidelines and standards. The members of our management
team are board certified in security management, and are responsible for creating
our Physical Security Policy, and overseeing the development and
implementation of physical security standards.

Our physical security controls and procedures include the following:
e The day-to-day management of office security.

¢ An understanding of base building security measures, including staffing,
access control, CCTV and visitor management.

e Access restrictions for office suites, reception lobbies, LAN rooms, central
file rooms and other sensitive areas.

e The use and performance of digitally recorded CCTV systems.

e Instructions for securing computers at workstations, as well as laptop
computers when in transit or not at the regular workstation.
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e Restricted access to sensitive hard-copy client information.

e Requirements for secure destruction of sensitive paperwork and electronic
media.

e Procedures for the proper handling and transport of sensitive client
information that must be shipped in hard-copy format.

Physical Access to IT Infrastructure

Our core client service applications are stored in data centers that utilize industry
best practice physical security and environment controls including, but not limited
to, physical access controls to limit access to authorized personnel, CCTV
coverage, HVAC systems, redundant power supplies, fire detection and
suppression systems.

Access Controls

Access to the Fidelidade’s network and global systems is managed through a
review and approval process.

Access to confidential information and systems is only provided to those who
legitimately require it, in association with their job function and removed when no
longer needed. Each user is provided with a unique User ID for access to our
network, with password complexity requirements enforced. Accounts with
elevated access require periodic review to ensure the access request is still
applicable.

Human Resources is responsible for initiating the process for access to the
network and global applications for new employees and out-workers, and
requests to terminate access privileges for employees leaving the company. The
appropriate level of approval is required for specific types of access to be granted
to each employee.
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Remote Access

Remote access to Fidelidade’s network requires multi-factor authentication and
is conducted over an encrypted channel, via a company issued workstation or by
using a remote virtual desktop solution. Remote access logs are ingested into our
Security Information and Event Management system, which is monitored 24 X 7.

Password Management

Password is the key to our data within our applications. We review password
requirements and strength periodically.

Our current password requirements:
e Passwords must be at least 15 characters long.

e Passwords must utilize at least one of each: lowercase, uppercase,
number and special character.

e When resetting a password, it cannot match any 30 previously used
passwords.

e 5 unsuccessful attempts at logging in with a password will lock the
respective user’'s account.

e Passwords are forced to expire within 90 days.

Portable Media / Devices

Fidelidade’s standard is to encrypt laptops, smartphones, and tablets with full-
disk encryption. Standard users do not have administrative rights to their
computers by default, and therefore do not have the ability to install unauthorized
software. Devices that are part of our Bring Your Own Device (BYOD) programs
are also encrypted with industry-standard mobile device management tools. Use
of portable storage media (e.g., USB and Flash SD) is either disabled by default,
or automatically encrypted. Files may only be written to the storage device after
the encryption process is complete.

Enterprise Risk Function

Al
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Fidelidade’s Enterprise Risk Management (ERM) Framework has been designed
to ensure that risk is managed effectively and consistently across the
organization. The ERM Framework is developed, implemented, maintained, and
overseen by the Fidelidade ERM team, operated and delivered by the business.
The ERM Framework has been developed with reference to industry good
practice, risk management standards, the practical experience of the ERM team
and external subject matter experts.

Technology Risk and Controls

Our Technology Risk and Controls Function encompasses the identification,
classification and management of risks across all business and corporate
segments. It identifies the key assets (including data) for each segment, threats,
and the potential attack vectors for each threat. The information is used to
determine the relevancy of existing controls, and priorities of adjusting the
controls to address gaps, if any. Inputs to the process include internal and
external audit findings, supplier risk assessments, requests for change,
information security policy, and security standard exception requests and findings
from our security incident response process. Relevant risks are recorded in the
Risk Register, where they are managed to an appropriate level.

Internal Audit

Fidelidade’s Internal Audit Department is enterprise-wide, executing a risk-based
audit plan covering the organization’s financial, operational, information
technology, and governance control systems and processes. The audit plan is
developed annually based on a risk assessment that considers issues such as
security, privacy and data integrity. Results are communicated to executive
management and the Audit Committee of the Board of Directors on a quarterly
basis.

Third-Party / Supplier Risk Management Program

Fidelidade uses a risk-based approach to manage third-party suppliers that
allows us to appropriately assess suppliers based on various criteria, such as
type of service provided, access to our network and data handled. Our program
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has a defined process for each phase of the supplier life-cycle, including
appropriate information security and data privacy standards within our supplier
contracts.

Outsourced Support Functions

Fidelidade relies on different outsourced IT providers to manage and support
selected portions of our IT environment. Fidelidade requires that these suppliers
and service providers follow our security standards and policies, and industry
best practices. Our Security Function completes a security review process for
each supplier providing outsourced IT services to Fidelidade based on risk.

Fidelidade maintains oversight over these outsourced IT relationships. Our
oversight program is designed to make sure these suppliers operate in
accordance with all contractual commitments made to Fidelidade from an
operational, security and business perspective. Examples of the oversight
measures employed may include, but are not limited to, reviews of external audit
reports, certifications relevant to the services, onsite reviews of supplier's
facilities and processes, periodic operational metric and scorecard reviews,
internal audits, and involvement in the change and problem management
processes.

Global Security Operations Centre

An integrated service combining the Cyber Defense Centre (CDC) and Cyber
Security Incident Response Team (CSIRT) into a single function, using a tiered
analyst model to Triage, Investigate and Respond to Security incidents. Built on
a Security Incident Event Management (SIEM) platform that provides advanced
activity analytics to identify, prevent and respond to attacks and infiltrations that
is monitored 24X7 and a team with expertise in technical investigations and
Digital Forensics.

Vulnerability Testing

Fidelidade uses a centralized scanning system to perform vulnerability testing on
systems across our network on a weekly cycle, that uses a risk-based approach
to prioritize the remediation of identified vulnerabilities. A governance council
oversees the program to ensure that the objectives are realized.
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Fidelidade engages reputable suppliers to perform annual global external
network penetration tests. Results of the tests are analyzed by the supplier and
reports are shared with the appropriate teams for review, validation and
remediation of the identified findings.

Application vulnerability tests are conducted based on risk.

Patch Management Procedures

Fidelidade has a standard security patch management process, summarized as
follows:

e Monitoring a range of security bulletin boards daily and subscribing to
various security threat and vulnerability intelligence sources.

e A routine patch management cycle that includes the review of applicable
security patches as well as non-security updates.

e For security updates, the packages of updates are applied to systems in
accordance with our Change Management Program and SDLC
methodology that requires testing, and updates to non-production
environments prior to production roll-out.

e Integration with the Vulnerability Management Program to ensure
monitoring, prioritization and application of patches.

e A governance council oversees the program to ensure that the objectives
are realized

Firewalls

External connections to the Fidelidade’s network are protected by firewalls using
DMZs to separate network traffic into security zones. All configuration changes
to firewalls are reviewed and approved prior to implementation. Firewall logs are
monitored in real-time.

Intrusion Prevention System

.
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Fidelidade utilizes Intrusion Prevention System (IPS) solutions employing
network- based detection sensors. All points of connectivity from the internet or
extranets into the Fidelidade network are monitored with a network-based IPS.
Our colleague access to the internet also goes through the IPS. The IPS logs are
monitored in real-time.

Web Proxy Servers

Fidelidade has implemented web proxy servers in all regions to enhance security.
The proxy servers are configured to block access to websites that are not
consistent with our policies, such as web mail, drop box sites, and to provide
malware protection for inbound Internet traffic.

Data Loss Prevention

Fidelidade has implemented technical controls to support our policies, where
practical. We have data loss prevention systems with rules in place using
thresholds to monitor, alert or block unencrypted national being sent externally
by our colleagues via our corporate and web-based email systems.

Malicious Code

Several leading commercial virus-scanning products are used to protect
Fidelidade’s workstations, Microsoft Windows servers, Internet and emalil
gateways. All workstation files are scanned when opened or saved. All files are
scanned before being saved to servers. The virus definitions are updated daily
for servers. For workstations, virus signatures are updated as they become
available from the supplier.

Fidelidade has an additional layer of mail hygiene protection at our network
perimeter, which includes anti-spam, anti-spoofing and anti-malware.

Wireless Networks

Fidelidade’s standard for wireless services has the following controls in place:
e Centralized authentication using Active Directory

e Centralized logging,

_
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e NIST certified encryption (WPA2)
e |solated guest access.

e Where available, guest wireless access is provided using a separate
environment designed to provide guest users with internet access only and
no access to any internal network segments or resources.

e Server and Workstation Build / Hardening Procedures

Fidelidade has server and workstation build / hardening standards and
procedures for all platforms. These standards are consistent with Fidelidade’s
security policies and guidelines and are updated as required.

System Change Control

Our Change Management Program ensures that standardized methods and
procedures are used for efficient and prompt handling of all changes, in order to
minimize the risk and impact of any related incident to the services we provide.
All new implementations, decommissions and changes to Fidelidade’s supported
systems, applications, databases, key data elements, data management,
environments and networks (data and voice), which could affect the delivery of
service to Fidelidade and our clients, must follow our global change management
process. All change activity is logged in the Change Management Systems. The
Change Advisory Board holds regular weekly meetings for the purpose of
reviewing requests for change in order to ensure that proposed changes are
developed, tested and deployed in a consistent, managed and approved manner.

Encryption

Focusing on the protection of data utilizing the encryption data at rest, encrypting
laptops hard drives with BitLocker, BitLocker To Go for USB devices, MDM
encrypted container for Mobile devices and encryption in transit over the external
network.

Technology Event Management

Technology outages / issues are identified through automated monitoring tools
or reports by end users to the Service Desk. All technology outages / issues
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proceed through the event management process, which includes well-defined
escalation procedures. All issues are immediately entered into a Technology
Event Management System, and a severity level is assigned. If an event is
reoccurring, then it would be addressed as part of the problem management
process using the Technology Event Management System.Data File Transfer
Systems

Fidelidade offers several data file transfer solutions to exchange data files with
clients and third parties, such as our clients’ suppliers and service providers. The
file transfer systems restrict the upload and download of files to only those
needed for a specific engagement. The data file transfer solutions support both
ad hoc and recurring transfers, which are conducted via secure methods.

Transmission of Web-Based Application Data

As per Fidelidade’s policy, confidential and proprietary information transmitted
over the internet to or from Fidelidade’s web-based applications is encrypted
using Transport Layer Security (TLS) or Secure Socket Layer (SSL), unless
otherwise specified in the contract.

Some Fidelidade web-based applications may require a user to follow a process
to establish their application identity, which may require a digital session identifier
to be assigned to their request for the purposes of session management.
Requests to these web-based applications without a valid digital session
identifier, or that have reached or exceeded their session timeouts, will be forced
to once again follow the appropriate process to reestablish their application
identity.

Data Backup

Fidelidade systems are backed up on at least a daily basis to another secure
facility and / or to backup media Backups are maintained in a secure location
within a Fidelidade office, a secure data center or a third-party offsite storage
supplier's secure, environmentally controlled facility. Backups are created only
for data recovery purposes. Backup media are encrypted.

Records Management Program

_
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Fidelidade has responsibilities for records retention throughout the world and has
an established Global Records Management Program to oversee the
establishment of appropriate policies and standards.

The program’s principles are to:

e Keep all business records, which may affect substantially the obligations
of the company, no longer than necessary to meet legal, regulatory and
business obligations in compliance with the company Records Retention
schedule; this reasonably assures the availability of those records when
needed.

e Provide for the disposition of records in the normal course of business
when their retention has expired, except in cases where such records are
subject to an active Legal Hold.

e Identify and safeguard vital records and incorporate such procedures into
any disaster recovery plan.

e Provide adequate protection and security for all records, including those
subject to data privacy requirements.

When no longer needed, or no longer permitted or required to be retained,
confidential paper documents in Fidelidade offices are either returned to the
client, shredded in the local office or placed in locked bins to be shredded by a
third-party supplier. When offsite paper documents become subject to the record
destruction process, the third-party supplier issues Fidelidade a notification of
destruction.

Where used, disaster recovery backup media is stored off premises with a third-
party media archival firm or in a Fidelidade secure facility. Our current standard
for new backup media throughout the organization requires encryption. Media is
securely destroyed by a third- party media archival firm only as instructed directly
by Fidelidade. Tapes subject to a Legal Hold or other regulatory requests are
retained and excluded from destruction under the Records Retention Schedule.

Disposal of Fidelidade workstation and server assets is part of our equipment
decommissioning processes. All hard drives are securely
wiped/shredded/degaussed before being repurposed or disposed.
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Business Continuity Management

Fidelidade has a coordinated business continuity management program,
managed by a dedicated global business continuity team and supported by
nominated representatives for all operating locations and business units.

Program oversight is provided by a global governance committee. The program
is designed to:

e Protect the business, including its colleagues, clients and shareholders,
by minimizing the impact of major disruptions.

e Understand and communicate the recovery needs of the business and
ensure appropriate recovery capability is provided to meet those needs.

e Recover the business in a planned and controlled manner to meet the
requirements of the business and comply with applicable laws, contracts,
regulations or other factors in all regions.

e Ensure that business continuity is an essential part of business planning
and development.

A comprehensive incident management framework is also in place for responding
to, assessing and escalating incidents or potential business disruptions. The
framework includes local, geography and global incident management teams,
with defined escalation criteria based on impact severity.

We are committed to providing clients with information whenever an incident
threatens to impair our ability to meet our obligations. The Incident Management
Teams (IMT) have specific responsibilities and communication protocols in place
based on the severity and geographic scope of the incident. If our assessments
indicate a potential interruption of service or a threat to our client commitments,
the appropriate team will ensure that Fidelidade makes contact with our clients
as needed.
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